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DOL Starts Auditing Plans about 
Cybersecurity 

The Department of Labor has reportedly started 

auditing defined contribution plan sponsors for 

compliance of newly issued guidelines related to 

cybersecurity procedures.

Indeed, attorneys at Morgan, Lewis & Bockius — 

who represent clients administering 401(k) and 

related retirement plans — are warning “the wait 

is over.” 

In a post on the Pittsburgh-based firm’s site, they 

noted just weeks after the DOL issued its “only 

actionable guidance on cybersecurity and privacy 

matters” for plan sponsors, “we can confirm that 

the DOL has begun issuing information and 

document requests under the new initiative.”

The lawyers added that such “requests” from 

employers overseeing retirement plans “are 

probing and indicate serious inquiry by the 

DOL.”1

The DOL’s actions come after the agency issued 

cybersecurity guidelines to plan sponsors for the 

first time in April. This includes broad guidance 

about establishing procedures and best practices 

for protecting 401(k) and related plans against 

online hackers. 

It also sets forth suggestions to protect plan 

participants from online intruders as well as 

raising issues to consider when hiring third-party 

expertise from outside support providers. 

The DOL’s cybersecurity guidance “is an 

important step towards helping plan sponsors, 

fiduciaries and participants to safeguard 

retirement benefits and personal information,” a 

DOL official told Plansponsor magazine.

He also characterized it as “much-needed 

guidance” in order to highlight “the importance 

that plan sponsors and fiduciaries must place on 

combatting cybercrime and gives important tips 

to participants and beneficiaries on remaining 

vigilant against emerging cyberthreats.”2

Industry consultants point out that information 

in the DOL’s first official guidance might not 

be a whole lot different from what many plan 

sponsors have heard from security experts over 

the past few years. 

Still, advisors working in the industry caution 

plan sponsors that initiating the process 

for requesting information from employers 

represents a heightened level of scrutiny by 

regulators to how retirement plan platforms 

operate online. 

On the heels of issuing their first guidelines for plan sponsors, here is what 
questions regulators are asking. 
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DOL Starts Auditing Plans about Cybersecurity 

“The requests for information and documentation 

that we reviewed reveal the DOL is asking for 

all documents relating to any cybersecurity or 

information security programs that apply to 

the plan data used by the sponsor or by any 

plan service provider, information on any past 

cybersecurity incidents, information about the 

permitted uses of participant data (i.e., cross-

selling or marketing products and services), and 

other documents …”  Willis Towers Watson noted 

in a recent review of the DOL’s initiating audits.3 

The global consultancy lists documents and 

records that plan sponsors should expect to 

show regulators regarding their cybersecurity 

practices to include those relating to data 

governance and multi-factor authentication. 

Also, disaster recovery and incident response 

processes are likely to come up in any audit, 

according to the global consultancy. 

Other questions they’ve heard being raised 

involve how administrators plan to handle 

disaster recovery efforts, and more generally, 

assess a computer system’s overall security risks 

and build robust data privacy policies. 

Cybersecurity awareness training, encryption 

and procedures to manage certain online 

vendor communications — including 

notification protocols and use of data outside 

of the performance of their normal duties — 

should also be considered as possible areas of 

exploration by the DOL, according to consultants 

at Willis Towers Watson. 

In summary, they conclude that plan sponsors 

need to “determine whether they need to make 

changes to their own internal procedures for 

maintaining and protecting participant data in 

light of the DOL guidance.” 

Along these same lines, employers should 

“review how they communicate the importance 

of cybersecurity with participants.”
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